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Manufacturers duck, leaving IT departments in limbo
Some Hospitals Installing Microsoft Patches
 On Medical Devices Without Vendors’ OK

Running the risk of harming the functions of medical
devices, some hospitals are doing their own upgrades of the
Microsoft operating system on these devices to head off
threats from worms and viruses that target Windows, which
also threaten the devices’ performance.

The situation is yet another troubling consequence of
Microsoft’s virtual takeover of the computer operating-system
business in the U.S.

At least one device vendor, Philips, is telling hospitals
that they may not do such upgrades.  Siemens seems to be
doing its best to cover all bases without taking a firm position
either way.

Some device manufacturers are seeking to blame the
FDA for what all seem to agree is a slow    (See ‘Devices,’ p. 3.)

Used To Make 70 Calls For One Nurse
Nurse Staffing Site Inspired By eBay A Success

An on-line bidding system for nursing shifts has cut
agency staffing in half at Our Lady of Lourdes Medical Center
(OLL), saving everyone involved a lot of time and actually
increasing what staff nurses are paid for filling shifts, a nursing
executive there tells Inside Healthcare Computing.

“We used to make 70 calls in a day and only get
one nurse. Now nurses come to me,” said Michele Wargo,
director of nursing systems at the Camden, N.J. hospital, about
the on-line bidding system that began last March.

Nurses bidding for shifts log on to their computers to
peruse open shifts and enter bids on difficult-to-fill shifts.  OLL
accepts bids at or below the maximum hourly rate set by the
nurse managers.  Winners are usually notified by e-mail.

OLL bought the program from its sister hospital, St.
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Peter’s in Albany, N.Y., which created the
eBay-inspired site for itself in December
2000.  Both hospitals are part of the Catholic
Health East healthcare system.

First Consulting is marketing the system

Earlier this year, St. Peter’s arranged
to have First Consulting Group (FCG), a
national consulting firm headquartered in Long
Beach, Calif., market its on-line bidding sys-
tem to hospitals outside Catholic Health East
under the product name FirstStaff.

Another pioneer in the concept,
Spartanburg Regional Healthcare System in
Spartanburg, S.C., recently partnered with
Chicago-based Flexestaff to market a bidding
product called eShift.

With the nurse bidding system market
becoming more crowded and hospital interest
growing, Wargo advises hospitals not to buy a
Cadillac when a Ford will do. “We went for a
product that could do the job.” Wargo said,
The goal is to cut agency costs, not to raise
them due to expensive computer systems.

Sheila Brehm, who coordinates the
Lourdes program, said the most difficult task
was getting nurses to change until they real-
ized the system was user-friendly.  Also, the
hospital did a lot of training.

Flexestaff co-founder and president
Rod Hart said the key in attracting nurses to
use this kind of program is to make the bid-
ding system as intuitive as possible. He said
that is the strength of eShift.

An upgraded FirstStaff with new func-
tionality is due out in November, said FCG
product manager Lauren Sabet.  Nurse man-
agers will be able to advertise available shifts
with fixed rates in addition to a range and be
able to gauge the experience of bidding
nurses by knowing their base rates of pay and
the percentage bid above it.   Bidders will also
be able to signify their personal preferences

regarding desired work times and units and
be made aware of a match when it occurs.
Sabet said users can either license the bid
system and install it in house for a price
starting at about $150,000, depending on the
number of sites, or license it on an ASP
basis with FCG hosting the application,
priced by usage.

Bid systems were introduced four
years ago, but they have been slow to take
off.  Hart said 15 hospitals will be using
eShift by the end of the year.  One new
health care client will use it for home health
care and senior services, he said.

Richard Chady of St. Peters said the
hospital contracted with FCG because of its
national focus, expertise, and reputation in
management services that the hospital
couldn’t match. “They’re the experts in mar-
keting; we’ll benefit from each sale,” said
Chady. “It can mean a significant benefit for
St. Peter’s.”

Some nursing unions have criticized
nurse bidding systems. Hart responds that
permitting fixed rates should be more ac-
ceptable to unions than accepting ranges of
bids from nurses, eliminating situations in
which nurses are auctioning themselves in a
price competition.

He said that in times when nurses are
in short supply, bidding increases their pay.

Mercy Hospital of Miami no longer
uses its bid system, saying the reason is that
it was effective. Spokeswoman Georgina
Gonzalez-Robiou said Mercy nurses did not
want to be outbid by others who did not work
on their units, “so it became automatic for
them to volunteer to fill those spots.”
Gonzalez-Robiou said the program would
better serve a hospital with a higher vacancy
rate; Mercy’s is only 1.75%, compared to the
Florida average of 12.5% and its own pre-
bid-system rate of 10%. --Correspondent
Howard Wheat
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Devices...continued from page 1:

pace of manufacturer patches, saying the
agency requires them to obtain pre-market
approval for such upgrades.  An FDA official
says that’s not true.

One hospital IT executive who is going
ahead with his own upgrades is Dave
McClain, information systems security man-
ager at Community Health Network, a five-
hospital system serving Indianapolis, Ind.  He
said vendors refuse to provide approved
security patches, so Community Health Net-
work does its own Microsoft security patches.
The first was applied when the Slammer
worm took down the organization’s network
last year. With the backing of management,
technicians patched about 400 servers to get
the network operating again.

Since then, Community Health Network
has continued to do its own patches, even on
critical patient systems. “When we become
aware of what Microsoft considers to be a
critical update, we move forward without
vendor approval,” says Leo Morgan, senior
LAN system engineer.

Morgan would not say which medical
devices have been patched, but he said no
problems have been reported from the hospi-
tal-applied upgrades. “We have not had, to
my knowledge, an incident where a security
patch has caused a detriment to a clinical
system,” he says.

Most vendors are aware of the
hospital’s patching practice, he says. Vendors
aren’t encouraging the application of patches
to their products, but “We have not had any
terminations of support,” says Morgan.

Community Health Network has a
process for testing the stability of a new
security patch, McClain explains. “We do not
start with patient-critical systems,” he says. A
security patch is first installed on non-critical,
non-patient care systems. If everything is

working well, then technicians move on to the
more sensitive systems.

Morgan isn’t the only healthcare IT
executive who is not waiting for vendors.

During a June conference call, some
members of the University HealthSystem
Consortium (UHC), Oak Brook, Ill., said the
threat to patient safety is so great they can’t
wait around for vendor-sanctioned solutions.

“Some of the members did say that out
of the overriding concern for patient safety,
they were going to make the patches,” says
Doug Surch, director of UHC’s project man-
agement office. One UHC member reported
finding two devices that may have been com-
promised, he says, but the problem was fixed
before patients were put at risk.

Consultant: seek vendor OK–but go ahead

IT managers who want to apply secu-
rity patches to medical devices should first
seek written approval from the manufacturer,
says Gordon Harnack of Oracle Consulting in
Tucson, Ariz., an expert on FDA regulatory
issues. But if hospitals can’t get permission,
they should go ahead and make the security
patches anyway, he says. “Because of the
risks inherent with not doing it, I believe it
would be good business sense and good
security for their data to go ahead and do it.”

Hospitals can argue that they must
make the security patches, he says, because
device manufacturers have been slow to
respond and hospitals have a duty to protect
their patients and data. “I think in all probabil-
ity, that defense would be acceptable to the
FDA.”  Regulators would want to see some
form of control, he adds, such as testing to
make sure the security patch worked as
intended, without introducing any new prob-
lems or affecting the device’s performance.

The FDA says it isn’t standing in the
way of timely security patches. John Murray,
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the FDA’s software and electronic records
compliance expert, says it is a misconception
that installing security patches will trigger FDA
review.  “There is no explicit part of the regu-
lations or the law that requires FDA approval
of patches,” he says.

Device manufacturers have to submit a
pre-market application for FDA approval on
existing products if there is a change in in-
tended use or if there is a change in risk, he
says. But in most cases, Murray says, secu-
rity patches do not change the product’s
intended use or its risk level. “I think very
rarely would we ever have a need for a pre-
market review for a software patch,” he says.

Philips: not without our permission

The major medical device manufactur-
ers that we contacted all declined to make
executives available for interviews on this
issue. Both Philips Medical Systems, Andover,
Mass., and Siemens Medical Solutions,
Malvern, Pa., issued written statements
saying they are aware of security concerns
and are acting to resolve them.

Philips said it has teams of experts to
identify and address security problems, but
the company pointed to government regula-
tions for the delay, saying they “require that
hardware and software changes be subjected
to rigorous verification and validation.” Philips
said hospitals should place firewalls, virus
scanning software, and other security devices
between its products and external threats. But
the company said customers should not make
security patches on its medical devices with-
out permission. “Only Philips-authorized
changes are allowed to be made to these
systems, either by Philips’ personnel or under
Philips’ explicit published direction.”

Siemens issued a more cryptic state-
ment. “Siemens is aware of customer con-
cerns in this area, particularly as clinical
hospital networks grow, and is responding by
committing resources to develop a benchmark

service to enhance our existing technical
investigation response teams,” the company
said. Siemens did not respond to our request
for clarification.

Other hospital IT managers say they
are reluctant to take security patching on
networked medical devices into their own
hands. Instead, they are trying to put pres-
sure on the manufacturers to provide better
protection against security threats.

Could patches break applications?

“In some cases, the patches are
clearly going to break these applications,”
says Bill Bailey, enterprise architect at
ProHealth Care, a two-hospital system in
Waukesha, Wis. He wants manufacturers to
put a host intrusion prevention solution (HIPS)
on their devices so that they are “locked
down” and less vulnerable to attacks.

Adding HIPS to a device that is already
in service is a risk, he cautions. It would be
better if the manufacturer locked down a
platform and then sent it to the FDA for ap-
proval. “I want the vendors to basically take
care of this problem in their core engineering
before the product gets sent out the door,” he
says. Placing HIPS on a device would obviate
the need to continually apply patches.

The University Healthsystems Consor-
tium has not taken an official position on
security patching, but UHC’s Surch says that
the FDA’s Murray was on that conference call
and told hospitals they should go ahead with
making the patches if patient safety is a
concern. “The FDA kind of gave them the OK
to go ahead and do that,” Surch recalls.

Hospital IT managers were told that
the FDA can put pressure on device manufac-
turers, Surch says, but only after the FDA
receives reports from hospitals that medical
devices are unsafe because of the lack of
security upgrades.
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UHC will publish a white paper on
security patches this fall, Surch says. The
document will include examples of what hospi-
tals are doing, standard contract language
that can be used when purchasing devices,
and language that can be included in vendor
RFPs regarding requirements for making
patches available.  –Correspondent Steve Larose

Implementation Smooth At Another Site
Hospital To Give Soarian Cardiology
Another Try After Prior Failure

Heart hospitals in Nebraska and Indi-
ana have different stories to tell about their
implementation of the Soarian Cardiology
information system:

• One says it’s completely happy with
its implementation and operation.

• The other ripped it out, but now plans
to reinstall it.

The Soarian system seeks to allow
physicians to treat cardiac patients more
effectively and efficiently by storing patient
information in one place.

The system was deinstalled after the
first try at Heart Center of Indiana, Indianapo-
lis.  A new CEO since then, John Stewart,
said the hospital will reinstall Soarian Cardiol-
ogy in 2005.

Mr. Stewart, who assumed his post
last March, said the Heart Center, which
opened in December 2002, will implement
other Siemens applications in the future.

He said the problem the first time
around was a “botched implementation” rather
than a product issue, beginning with unrealistic
expectations from both the Heart Center and
Siemens.  The hospital didn’t have the right IT
staff available early on to understand what
was needed to drive the system.

“We (now) have a clinical informatics
person, which I think is critical to understand

the clinical side and work flow and translate
that into IT-speak so that both sides under-
stand what the goals are.”

He said Siemens should have been
more “forceful” in its relationship with the
hospital. “It’s a two-way street,” he said,
noting that it is Siemens’ responsibility to
speak up if the hospital is not doing something
to support the system. “They need to get the
right people’s attention,” he added.  Siemens
has since made significant changes and
seized the situation as an opportunity, he
said. It’s expending what he called “a signifi-
cant amount of resources” to get it right.

Implementing and operating Soarian at
the Nebraska Heart Hospital in Lincoln has
apparently gone much more smoothly.

Doug Colburn, CIO at Nebraska Heart
Hospital, said Soarian Clinical Access and
Soarian Cardiology has been up and running
since the hospital opened in May 2003, with
more Soarian modules scheduled to be added
next year.  The hospital is still using SMS
Invision for many tasks.

Mr. Colburn said the Nebraska Heart
Hospital was one of the first hospitals to
implement Soarian, noting that all of the
systems were in place when the hospital
opened and are currently working as well as
expected.

“Soarian had the same vision we did,”
said Colburn. What sold the Heart Hospital on
Soarian and Siemens was a single database
and web-enabled integrated product that
eliminated interfaces and a vendor that could
offer “everything the hospital needed” to
open, he said. --Correspondent Howard Wheat

2 Hospitals Like HealthMatics
...But MDs balk at documentation module

Two hospitals that went live earlier this
year with the HealthMatics ED software in
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their emergency departments report that it is
living up to expectations and they are seeing
benefits in both patient care and finances.

However, a few months after the go-
live date, about half the physicians at one of
the hospitals, BryanLGH Medication Center,
Lincoln, Neb., returned to voice dictation via
phone rather than use the computer for docu-
mentation.  Use of the documentation module
is lagging at the other site, Kingman, Ariz.,
Regional Medical Center, as well.  All the
MDs continue to use it for ordering tests and
medications.

Bryan chose the A4 Health Systems
product, Cary, N.C., because of its ability to
interface with the hospital’s Siemens Invision
system, says Heather Meyer, RN, clinical
nurse manager. HealthMatics ED also won
out because it can be customized by the
hospital’s staff.  All of HealthMatics ED’s
modules are being utilized, she said.

Wen the system went live at the end of
April, all 16 emergency physicians began
using it for all orders and documentation.

However, some physicians feel that the
computer system doesn’t meet all of their
needs for documentation, said Ms. Meyer,
who said she’s working with a physician
advisory group and that personalized tem-
plates are being built for each physician.

Physician documentation has also
lagged behind the rest of the system’s imple-
mentation at Kingman Regional Medical Cen-
ter in Kingman, Ariz. The A4 system went live
April 6, but physicians are just now beginning
to use it for documentation. The doctors are
inputting their own data for orders, says Janet
Gode, RN, director of emergency services.

Clinical person needed for in-house
customization

The trickiest part of the implementa-
tion, she says, was setting up the software so

that orders and other information crosses
smoothly to other hospital systems. The
interfaces themselves worked fine, she says,
but the hospital made the mistake of using an
IT person with no clinical background to set
up the system, which slowed the process
down considerably.

Robin Pinkstaff, RN, has since been
hired to run the system. “If you are going to
be successful, your application administrator
and customization experts darn well better
have a clinical background,” he says.

Kingman Regional has seen several
benefits from having the A4 system, says
Gode. Charting is now more thorough, which
means “we’ve collected more per ER visit
because the documentation is better.” Patient
throughput has also improved, as turnaround
times for tests have decreased. Patients are
safer, she says, because there are no errors
from reading handwritten notes.

The one thing that Gode would do
differently: insist that a nurse be involved in
setting up and customizing the software.

In hindsight, Meyer says she would
have put more manpower on the project so
that all the customization work was finished
before training began. BryanLGH was revising
the system as staff were training on it, she
says, which made learning difficult. –Corre-
spondent Steve LaRose

A4 Adds Monitoring Capabilities

A4 Health Systems, the Cary, NC,
vendor of clinical and business information
systems, said it will use software from a
company called Silverback to monitor perfor-
mance metrics in A4 applications.  The addi-
tion will allow A4 to monitor the availability of
A4 applications.  A4 can now identify and
resolve potential problems before they affect
customer access to medical and billing
records.
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Problems that might have taken three
weeks to solve are now disappearing in
minutes, claims David Bond, president and
COO of A4.  A4 will use SilverBack to validate
that customers complete nightly backups as
well as keep track of overall availability of the
application and whether there is enough disk
space and memory to ensure optimal re-
sponse time and easy creation of new elec-
tronic medical records, A4 said.   The soft-
ware is sold with new HealthMatics EMR,
HealthMatics Enterprise andHealthMatics
Office clients.  Existing clients are also being
offered the service.

 SilverBack: www.silverbacktech.com,
A4: www.a4healthsystems.com.

Healthcare IT Spending Growth May
Be Outpacing Industry Generally

An article in last week’s Wall Street
Journal says that IT spending by U.S. corpo-
rations grew dynamically in 2003 after a
2001-2002 trough, but is now slacking.  How-
ever, third-quarter financials from three HIS
vendors suggests that in healthcare, IT
spending is picking up steam rather than
abating.  All three showed higher sales rev-
enues for the third quarter of 2004 compared
to the same period of 2003:

Cerner  Sales, Bookings Up

Third quarter revenues for Cerner
Corp. were $231 million, up 12% from the
same period a year ago; net profit, not includ-
ing special items, was $16.9 million, up from
$12 million in same period of 2003.

Cerner’s financial announcement em-
phasized a big jump in new-business book-
ings, which seems to lend more evidence to
the view that hospital IT spending is on the
rise.  However, when it came to actual rev-
enue, Cerner posted its biggest increase --
15% -- in services and support for the first
three quarters of 2004 compared to ‘03; new-

system sales were up only 4% for the three
quarters and 3% for the latest quarter.

Eclipsys Revenues Up, Loss Down

Eclipsys revenues for the three months
ended Sept. 30,  2004 were $79.8 million, up
17% from $68.1 million in the same period of
2003.   The company narrowed its net loss
for the quarter to $6.7 million, compared to a
net loss of $11 million in the like period of
2003.  Hardware sales, which comprise a
small percentage of total sales but which
might be a better indicator of clients’ IT in-
vestments, are up 36% for the first nine
months of 2004 compared to 2003.

QuadraMed Sales Up, Loss Down

QuadraMed is still recovering slowly
from its 2002 financial and stock-market
battering.  The company let its President/
COO, Michael Wilstead, go, and consolidated
his job with that of CEO Larry English.  Sales
were up 8% over the same period in 2003,
but costs were up, too; the company lost $4.6
million on operations compared to $5.2 million
in the same period of 2003, and also paid
back $11.7 million in debt, increasing the total
loss for the quarter to $16.3 million.

Free Results of Clinical Trials On Line?
NIH Plan Would Likely Spur Demand
For Physician Access To Web

A plan proposed by the National Insti-
tutes of Health would require that medical
researchers whose clinical trials and other
research is funded by federal grants publish
their results at an NIH-sponsored web site six
months after their publication in a per-re-
viewed medical journal.

The plan would probably increase
pressure from hospital MDs to have more
Web access on the hospital campus, possibly
close to or in treatment areas, but would
probably make the IT department very popu-
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lar with some physicians who need the latest
medical research.  It’s foreseeable that if the
research were available free, vendors could
integrate it right in with future clinical informa-
tion systems.

Currently, even when such research is
funded by taxpayer money, it is published in
medical journals which have subscription
prices of up to $6,000 a year.  These journals
reap a collective $5 billion/year in subscrip-
tions, and much of their content is taxpayer-
paid research. At present, a physician has no
choice but to take a subscription in order to
learn the results of much taxpayer-financed
medical research until the information is quite
old -- up to a couple of years.

One foreign company, Reed Elsevier
Group PLC, has 20% of that market.  In
effect, U.S. taxpayers are paying for research
for which MDs and hospital medical libraries
organization then must pay a big foreign for-
profit publisher.  Cornell says it spends $1.7
million/year on Elsevier titles alone.  Some
journals are significant sources of income for
small medical societies – but being small and
needing money are poor arguments for mak-
ing the rest of us pay to read research we
paid to have done. NIH recently opened a
comment period when ends Nov. 16.

Heard on the Grapevine and Over
the Back Fence...

... from the blogger HISTalk
(www.histalk.blog-city.com), that someone
told him Swedish Medical Center – presum-
ably the one in Seattle – will license Epic.
The crisply-written, fun-to-read HISTalk (We
did call this blog “rambling” once--don’t know
what we were thinking!) also wrote this about

Inside Healthcare Computing: “Nice reporting
over there, other than that “rambling” com-
ment last issue. If Mr.HIStalk pays to read
it...then maybe you should give it a look.”

... that the $3 million failed congres-
sional candidacy of Jeanne Patterson, wife
of Cerner CEO Neal, inspired a lot of cack-
ling on the Cerner online stock chat–until
someone pointed out that between the day
before election day and a few days later, the
value of Neal’s stock rose over $6 million.

A Tip: Get Google Desktop...

This free search engine helps you find
files on your computer as fast as Google
finds them on the Internet.  Microsoft said it
now won’t include this feature, which many of
us need, in  its “Longhorn” version of Win-
dows XP in 2006.  Shouldn’t we have had this
capability all along?

Cerner Has More SurgiNet Modules

Cerner Corp. has added two modules
to its SurgiNet surgical information system, an
electronic anesthesia record and
perioperative flowsheet. The applications
enable data sharing between surgery and
anesthesia, and facilitate data collection from
medical devices in the operating room and the
post anesthesia care unit (PACU), Cerner
said.

St. Luke’s Hospital in Jacksonville,
Fla., was development partner for the new
electronic anesthesia record.  The systems
are in use in all of St. Luke’s operating rooms
and by more than 40 anesthesia care provid-
ers, Cerner said.
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