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Legislator Rips Heartland Transcription Security

But California Not Ready To Ban Offshore Transcription

An angry, influential state senator from California has
accused Heartland Information Systems CEO Steven Mandell of
withholding material testimony about an incident that could have
severely compromised confidential patient data at Heartland’s
medical records operation in Bangalore, India (but which in the
end, probably did not).

Heartland officials refused to be interviewed for this article,
but Mr. Mandell told the San Francisco Chronicle that no patient
data was ever actually disclosed, so he        (See ‘Heartland,’ p. 7)

$249 Million Later, Materials Management,
Financials Still Not Working Right At VA Hospital

Vendor Blames Training, But Other Problems Persist

Central Supply at Bay Pines VA Medical Center, St.
Petersburg, Fla., was doing a poor job of getting medical supplies
and equipment to surgeons and medical floors between late 2000
and October, 2003: surgeries were being canceled with patients
already anesthetized because equipment didn’t show up on surgical
floors, and there were “unexpected” patient deaths.

VA investigators swooped on the hospital in January,
2001, January, 2003, and September, 2003, recommending
numerous changes – none of which was a new computer system.

The VA’s answer to the problem: to choose Bay Pines as
the test site for a new financial and materials management system,
with core modules written by companies that do little or no busi-
ness in health care, and with a well-connected, marketing-savvy
Washington Beltway systems integrator, BearingPoint (Phil
Mikelson won the Masters wearing a black cap bearing its name),
in charge of integrating and implementing the system.

It didn’t work.                            (See ‘VA Bay Pines,’ Page 2)

Cerner, IDX Seen Leading Pack
Health Care IT Is “HOT,” Say Jefferies Analysts...

See Page 2
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Health Care IT Is “HOT”

“For the dozen years or so that we have
been kicking around the healthcare information
technology industry, we have learned a lot about
being cynical...New products that never quite
make it to market.  Management teams that never
quite tell the truth.  It’s easy to become jaded.”

But for the foreseeable future, say HCIT
stock analysts for Jefferies and Company, “we
can honestly say that for the first time in many
years, the stars are aligned for a significant uptick
in HCIT spending, and that the acceleration in
spending appears to have some legs.”

Among the major HIS vendors, Cerner
and IDX (the latter in part because of a big United
Kingdom contract, not just U.S. sales) appear to
be poised to do the best, Jefferies concludes.
Several HIS niche vendors appear to be poised to
do well, said the April 5 newsletter to clients.

Jefferies advises investors to “continue to
avoid Eclipsys” in the short run because it’s still
working through its problems with Sunrise XA
(IHC, 11/3/03 ), but gives a positive outlook on
Eclipsys for the longer run.

What about McKesson?  Jefferies analysts
echoed concerns raised by others (such as Will
Swarts in thestreet.com, 1/2/04) that for a change,
the non-IT part of McKesson had hurt the com-
pany overall by low-balling a supply contract
with 178 VA hospitals.  Meditech isn’t mentioned
because its stock isn’t publicly traded.

 David Francis, Jefferies: (615) 963-8311.

MedQuist De-Listed; Offers Refunds
To Overcharged Clients

Check the arithmetic on your transcription
bills if you use MedQuist Inc., a Marlton, N. J.,
vendor of medical transcription services and
software.  The company has set up a $1.5 million
reserve to help repay customers it may have
overcharged.

In a related development, Medquist’s
stock has been de-listed by NASDAQ because it
hasn’t filed required corporate financial reports
with the Securities and Exchange Commission.

Medquist said it suspects that “certain of
our clients have been overcharged, while others
have been undercharged.”  The firm did not say
what products or time frame was involved.
Medquist makes most of its money on medical
record transcription but it also sells the Cequence
medical transcription system, VoiceWriter dicta-
tion systems, and CodeRunner coding systems.

In March, MedQuist told the Securities
and Exchange Commission that it would be late
filing its 2003 annual report because it was
investigating an employee allegation of improper
billing practices.  When the filing wasn’t made,
NASDAQ suspended trading in the stock as of
April 8, 2004.  Medquist employs 9,800 transcrip-
tionists and services 3,200 clients. It claimed 2002
profits of about $45 million.

VA Bay Pines...continued from Page 1:

The $472 million price was intended to
buy financials and materials management soft-
ware for the entire VA–that is, not only the 178
VA hospitals, but the entire agency.  It used what
was touted as commercial off-the-shelf software -
- the idea apparently being that hospital financials
and materials management aren’t significantly
different than those of various industries.

In 2000 and 2001 tests at small sites, the
software--cobbled-together  from three  compa-
nies that weren’t principally HIS vendors, and
called CoreFLS--was inadequate for hospital use.

Then, rather than buy from an HIS vendor
or go to hospital-familiar Peoplesoft or Lawson
for financials, the VA decided to spend what was
estimated would be an extra $115 million to $135
million to add hospital functions to the off-the-
shelf industrial packages.
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As of March 19, 2004, the VA had spent
$249 million on the system.  It continues to pay
$4 million/month to BearingPoint.  For that
investment, the system is still live only at Bay
Pines.  Her are some factual reflections on its
performance to date at the site:

• The performance of the central supply
department (called Supply Processing and Distri-
bution, or SPD) has significantly worsened from
the conditions which had brought headquarters
down on the hospital’s head on those three occa-
sions prior to the software --

--  Surgeries canceled: on Nov.
19-21, 2003, 37 elective surgeries were canceled
because required supplies were failing to show up
at the operating rooms.  A nurse suggested this
fix: “Roll some heads in Central Supply.”

-- More surgeries canceled: in
February, 2004, 44 surgeries were canceled.

• Reduced surgery capacity: before the
system went live, the hospital was performing 15
surgeries a day.  That’s now down to 10.

The software is also the financial and bill-
payment system for the hospital.  Performance:

•  Bills delayed.  In fiscal 2003, before it
went live, the hospital had been paying an average
of $50/month in interest on late payments; in the
first five months the new financials were live,
interest on late payment of bills shot up to $1,900/
month.  The hospital was so late paying a $160
water and sewer bill that the utility sent a final
notice that it was cutting off service.

• Users weren’t trained.  As of Febru-
ary, 2004, the chief of SPD--the unit whose
dysfunction the experimental system apparently
targeted--had not taken the training on any of the
nine on-line training modules.  The lead accounts
payable technician also hadn’t taken any training,
and the Chief of Accounting had gone through

just one.  Other employees complained about the
lack of training and of in-person workshops.

•  Inventory amounts in the materials
management system are unreliable.  In a Feb.
24 sampling of 32 supply items kept at SPD
(Central Supply), the counts of 29 of the items
were incorrect in the system--nearly five months
after go-live.  Similarly, 60% of the items spot-
checked at a warehouse showed incorrect counts
in the system.  (Over-counting typically results in
needed items being unavailable; under-counting
raises inventory costs.)

•  Software not tested as required.
Investigators said they witnessed vendor personnel
doing validations of their own software, in what
they said was violation of federal directives
requiring that government users who know the
particular job related to a software function, not
vendor employees, must test and validate it.

•  Slow response time.  The system
hasn’t yet been tested for peak demand, the
investigators said.  It’s supposed to provide an
unambitious 8-second end-to-end response time
for entering an order.  Users told a news reporter
that 60 seconds is typical, and some confirmations
have taken as much as an hour to get back.  Some
sources say this is because a materials manage-
ment module is provided on a Web-based Appli-
cation Service Provider (ASP) basis – an ap-
proach which is widely viewed as inadequate for
“I need-it-now” orders in hospitals.

•  Interfaces lacking.  The system doesn’t
integrate with either the VA’s VistA patient care
system or its payroll system.

VA’s top national hospital exec resigns

The VA’s Undersecretary for Health, Dr.
Robert Roswell, testified before Congress March
17 that he didn’t know who chose Bay Pines, with
its known-to-be-dysfunctional supply department,
as the test site.  A few days later, the VA’s assis-



Page Inside Healthcare Computing4

Customer service: (800) 294-6032 IHC Electronic Library: http://www.insidehealth.com/private_dir

tant secretary for management, William
Campbell, testified that it had been Dr. Roswell
who chose the site.  Roswell is now out of a
$221,600/year job.  Two other people, the VA’s
project director and the medical director at Bay
Pines, have been moved out of their jobs.

The U.S. Senate, House, and VA Office of
Inspector General are all investigating.

The implementers were warned before-
hand.  VA investigators checked the system before
go-live, and told the project manager Oct. 2 that
the system was shaky, and if it went live, it should
be run in parallel with the old systems it was
intended to replace.  They were ignored.  The
project manager is one of the people who has
since been moved to another job.

Asked about the controversy,
BearingPoint sent this statement: “BearingPoint is
working with the Department of Veteran’s Affairs
to respond to the Inspector General’s preliminary
report. As with every implementation of this size
and scope, there’s an element of change in terms
of workflow and business processes. Together,
VA and BearingPoint are making necessary
adjustments, including additional training, which
should resolve most, if  not all, of the issues.”

Commentary:

VA IT Lessons Almost Too Obvious

1. Information technology doesn’t fix person-
nel or work flow problems.  SPD (Central
Supply) was showing signs of dysfunction well
before the computer system installation.   Adding
perfect software would not have fixed the prob-
lems identified.  Adding  software written by non-
hospital vendors, and not yet live anywhere else,
was  bound to make things worse.

2. Hire an HIS vendor to do an HIS vendor’s
job.  The VA didn’t choose a hospital information
systems vendor, or Lawson or PeopleSoft (the two
non-HIS companies most often chosen by hospi-

tals for financials) to implement the system.
Instead, VA headquarters hired BearingPoint --
one of those Beltway firms with experience at
shaking the Federal money tree--to run the show.

The VA and BearingPoint also didn’t
choose any mainstream hospital IT vendors for
the three software systems that make up the
CoreFLS system.  The VA chose Oracle
Financials along with an asset management
system called Maximo from MRO Software, and
a system called DynaMed, for inventory, to install
at the hospital, 563-bed Bay Pines VA Medical
Center, St. Petersburg.

Why these firms were chosen to provide
hospital financial management and materials
management is not clear.  None is a household
name among hospitals.  Maximo lists many
clients in the auto, utilities, mining, pharmacy,
and other industries, but only one hospital --
perhaps tellingly, also a government contract --
Madigan Army Hospital, which MRO lists as a
facilities management, not software, client.

DynaMed is a materials management
product developed by a Defense contractor, which
has installed it in 85 hospitals–apparently princi-
pally or all military hospitals,

3. Disconnect between real-world IT, Feds

HIMSS leadership: you have a Washing-
ton office.  Real Washington insiders know that
while Congress draws the news media, it is those
workaday federal bureaucrats who spend the
money.  The Defense Department and the VA,
with 300 or so hospitals between them, need to be
visited often and educated to these basic concepts:

•  that when choosing IT, integration is
good to have, but applications that work are
vastly more important than integration;

•  that applications are designed by soft-
ware developers, clinicians, and clients–teams and
relationships and experience sets that take years to
put together, and



Customer service: (800) 294-6032 IHC Electronic Library: http://www.insidehealth.com/private_dir

Inside Healthcare Computing Page 5

•  that the VA and DOD, just like real-
world healthcare IT buyers, should have applica-
tions vendors choosing systems integrators as
subcontractors, not the other way around.

Private-sector hospitals would derive a
huge benefit from a wake-up call to the VA and
DOD about their software purchases.  The Feds
have invested well over a billion dollars over the
past decade with Beltway firms on integration.
These investments never seem to trickle into the
private sector, because, we suspect, the applica-
tions in front of the integration are inadequate.
That money would have been vastly better spent
on improving the integration of applications that
work rather than having outsiders build applica-
tions that don’t.   -- Bill Donovan, Publisher

Open-Source Network Management
Saves Palmetto $3/4 Million

You can pay big bucks for commercial
systems or you can download shareware that does
the same things for free.

Network gurus from three-hospital Pal-
metto Healthcare, Columbia, S.C., have identified
three non-commercial network management tools
that replaced their unsuccessful $750,000 invest-
ment in what they call “large frame” network
management tools.  Not only is the shareware
cheaper, it’s also easier to install and paints a
clearer, more actionable picture of what is going
on with the network, said Barry Mobley, senior
network engineer and Bruce Whyte, manager of
network operations.

What is “Open Source”?  It’s software
that meets a set of criteria, including availability
of source code, free redistribution, and other
specifications.  See http://www.opensource.org.

  “We’ve tried large frame processes and
we’ve tried Open Source,” Mr. Whyte said.  “For
our size organization,” Open Source provides
“more flexibility and more user-friendliness.”

The comparison is with CA UniCenter
from Computer Associates, which Palmetto
partially installed several years ago, but gave up
on in the face of  high maintenance costs, high
staffing overhead, and low organizational uptake.
Only “four or five” people used it, and even they
didn’t fully exploit its capabilities, he said.

Mr. Whyte had no criticism of CA
UniCenter, which he called an “excellent product”
for the right organization, but it’s financially out
of reach for many small to mid-size healthcare
organizations.  Also, “there is such a thing as too
much information,” and users may find them-
selves drowning in reports that obscure the truly
relevant data.  CA Unicenter competes with
Hewlett Packard Openview, Nortel Optivity, and
Sun’s BMC Patrol.

  Over the last three to five years, Palmetto
has substituted tools Mr. Mobley was able to
install single-handedly in a day.  He manages all
three tools himself.   He warns that the installa-
tions could be tougher for some organizations.
The three tools are:

Big Brother web-enabled event moni-
tor:   Big Brother checks systems and network
services for availability.  Network status is
displayed on an easy-to-read page (red is an
outage, yellow is a possible problem, and green is
clear sailing.)   Devices are polled every five
minutes, so results are available in near real time.
“If the CEO’s printer goes down, you get a page
about it five minutes later,” Mr. Mobley said.

It supports any device that can respond to
a ping, and can monitor NetWare, Windows,
Unix, and Linux servers; SMTP, HTTP, and
DNS transactions, and  CPU utilization and disk
space.  It supports notification through alpha-
numeric pagers and e-mail and can be set up to
escalate notification so that if the designated
individual does not respond to a page, a backup
person will be alerted.  It retains data, which can
be useful if you are monitoring to ensure your
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devices are meeting service level agreements.
Big Brother comes with a sense of humor: it uses
port 1984 for client-server communication.

    Palmetto uses Big Brother to support its
help desk and data center operations.  Even if you
have hundreds of devices in the database,  it is
“incredibly easy” to find the exact one that is
having a problem, Mr. Mobley said.  Palmetto
monitors 350 servers and 700 printers.  Big
Brother is set to page the on-call person or the
system administrator in the event of an outage.
Even if the server is still up, it can send a page.
For example, it makes a SMTP inquiry to the
Palmetto mail server to make sure it is still pro-
cessing e-mail.  His advice: “Don’t run Big
Brother on your web server or your e-mail server”
-- put it on a server of its own.  Also make sure
you have a dedicated modem and phone line so
that if you have a power outage that affects the
phone switch, you’ll still get a page.  Big Brother
is downloadable at http://www.bb4.com.   A
similar product, Nagios, might suit some organi-
zations better.  It is  available at http://
www.nagios.org.

Caveat:  confusion on free status of  software

In visiting the www.bb4.com web site, our
editors saw licensing language that seemed to
indicate that revenue-generating activities are not
entitled to use the freeware after 30 days.  We
contacted the vendor, Quest Software, and asked
about licensing.  The answer: some hospital uses
probably do require a paid license, some don’t –
but the pricing is quite attractive: $695 for a Unix
or NT server, and $395 for a 10-pack of user
licenses.  Contact sales@bb4.com to be sure
whether licenses are needed.

 MTRG network utilization tool: MTG
is also web-enabled.  It monitors network traffic
on network links to check for bandwidth usage.  It
uses Simple Network Management Protocol
(SNMP) to monitor network usage.  Like Big
Brother, it checks Palmetto systems at five-minute

intervals.  Also like Big Brother, it provides
reports that leave “no room for doubt,” Mr.
Mobley said.  For example, top management was
easily convinced to triple the size of its Internet
connection on the basis of data from MTRG.
“There can be no doubt about the condition of the
segment,” he said.  Another plus: MTRG creates
a historical record, so you can see usage trends
over days, weeks, months and years.  Those can
be useful for forecasting and budgeting for future
network needs.

On a day-to-day basis, Palmetto uses
MTRG to support its help desk.  A customer will
complain of slow performance on a PC.  The help
desk will recommend a reboot.  If that doesn’t
work, the help desk opens a report and contacts
the system administrator.  Meantime, “we check
MTRG,” to rule out bandwidth trouble, Mr.
Whyte said.

Two caveats: SNMP is inherently inse-
cure and can be “devastating” if it is installed
with the default settings.  “SNMP community
strings (used to authenticate messages between the
management station and the router) should be
treated as passwords,” a slide from their HIMSS
presentation reads.

A second: MTRG works best when it is
used to check nearby devices.  If you use it on
remote devices, the act of monitoring will in itself
increase your network traffic and cloud the pic-
ture.   MRTG is available at http://
|www.mrtg.org. As an Open Source alternative,
Palmetto suggests looking at Cricket, available at
http://cricket.sourceforge.net.

Ntop network usage tracking tool:
Ntop runs on a Unix server and reports network
utilization by user or by site visited.  Administra-
tors can use it to identify top bandwidth users on a
network segment.  Palmetto uses it with  MTRG
to monitor usage of its Internet connection.
MTRG identifies the increase in utilization and
ntop identifies the specific device that is using the
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bandwidth.  It provides a “very easy” tool for
identifying bandwidth hogs and inappropriately
large file transfers, Mr. Mobley said.

Palmetto once used to track down the
cause of  multiple complaints from customer
whose Internet service had slowed to a crawl: a
billing services vendor was using Palmetto’s
Internet connection to download “very big files”
from its local office to its regional office across
the street.  Ntop data showed that the vendor’s use
was significantly greater than “almost anyone else
in the organization,”  Mr. Whyte said.  The
vendor was within its contractual right, but the
reports Palmetto took to it made the problem so
clear that Palmetto was able to renegotiate the
agreement to provide the vendor the agreed-upon
bandwidth on a different connection. Ntop is
available at http://www.ntop.org.

Heartland...continued from page 1:

felt he didn’t have to tell clients about the episode.

 An official at Heartland client HCA
declined comment but wanted to see the
Chronicle article.  A dismayed official from
another client said,  “It was a matter of integrity.”

California is considering legislation to
regulate the overseas outsourcing of medical
records transcription.  As we’d previously re-
ported (IHC, 11/17/03), the bill,  SB 1451, comes
in the wake of a recent threat to UC-San Fran-
cisco, received from a Pakistani woman who was
transcribing some of its files.  It stops short of the
ban that was originally proposed by its sponsor,
Sen.Liz Figueroa (D- Fremont).

Mandell appeared in March, 2004, at a
state legislative hearing called by Sen. Figueroa
who had asked the Medical Transcription Indus-
try Alliance to muster a leader qualified to discuss
protection of  patient data overseas.

  “Heartland Information Services is proud
of its ongoing commitment to protect the privacy

of patient information,” he said in transcribed
remarks.  “We go to extreme measures to create
an architectural infrastructure to ensure that
patient privacy is protected.”  He wrapped up his
presentation with a ringing commitment: “As a
leader in outsourcing medical transcription
services, Heartland Information Services is very
serious about maintaining its commitment to
keeping patient information private.”

However, a recent article in the San
Francisco Chronicle says that a few months before
Mr. Mandell’s presentation, Heartland was the
victim of a similar extortion attempt.  Heartland’s
incident is documented in a leaked memo by
Heartland COO Tracy Boesch.  According to the
memo, two employees broke into a manager’s
office in Bangalore and threatened to release
private patient records unless their demands were
met.  Mr. Mandell denied that patient data was
taken, saying the employees were quickly identi-
fied and turned over to police and their docu-
ments, which turned out to be training manuals,
were recovered.  Mr. Mandell said he felt no
obligation to alert his customers because “no
patient information was ever at risk.”

“He lied to us,” Sen. Figueroa told the
Chronicle.  “He could have said they had a
situation just a few months earlier and he didn’t.”

In a letter to Mr. Mandell, she acknowl-
edged that Heartland had gone to lengths to
protect confidential information. She seemed to
accept that no patient data was compromised.

But  “By trying to hide the fact that there
was a problem, you give the impression that you
have something to be embarrassed about.  And
when you say that ‘no patient information was
ever at risk,’ you lose a great deal of your cred-
ibility, both with me and with the public.  Of
course patient information was at risk-- that is
what your system was responding to...” she said.
“If Heartland is to be the model of patient protec-
tion, you will have to do better than this.”
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Hospital Live on Soarian Clinicals

Riverside Walter Reed Hospital,
Gloucester, Pa., is live on two modules of Soarian
clinical applications, Siemens said.  The an-
nouncement did not specify which applications
were implemented, but it said they were deployed
through the “entire hospital” in less than six
months.   Riverside Walter Reed has 67 beds.

HIMSS Set To Launch Data Business

As expected, HIMSS has appointed David
E. Garets president of a subsidiary company that
will provide research and information services to
HIMSS members (IHC, 2/23/04).  Mr. Garets,
formerly of Healthlink, assumes his new post May
1.  Mr. Garets is also chairman of the board of
HIMSS but he will resign that role when he takes
over the new subsidiary.  The HIMSS Solutions
Toolkit will migrate to the new company.

Per-Se May be De-Listed

Per-Se Technologies is having some
troubles. The firm faces de-listing by NASDAQ
because it is late filing its year-end financial
statement.  The delay is for extra accounting that
was triggered by an anonymous letter alleging
accounting improprieties.  The letter was sent to
several stock analysts last fall.

NCVHS Recommends Demo Projects
Precede Next HIPAA Rule

The National Committee on Vital and
Health Statistics is encouraging HHS to imple-
ment demonstration projects and pilot studies
before issuing a final health claims attachment
rule.  HHS should also seek public feedback on
the projects, the committee said.  A notice of
proposed rulemaking (a preliminary rule) is
already under development.

Cerner Claims Top Honors at TEPR

Cerner Corp.’s Millennium won first place
in the 2004 Toward an Electronic Patient Record
(TEPR) awards in the best electronic health
record system for hospitals category.  Eclipsys
Corp. came in  second with its Sunrise clinical
Manager product.  Misys CPR was third.

SCC Soft Offers New Web Application

SCC Soft, Palm Harbor, Fla., has released
SoftWorkflow, a web application that allows
users to set up customized standard processes,
such as physician order entry or results delivery.

Providence Horizon Expert Orders:
Good Report, Missing Attribution

In our March 22, 2004 issue, we failed to
mention that a report on Horizon Expert Orders
came from a presentation in a panel discussion at
the 2004 HIMSS meeting.  The report quoted
Dick Gibson, M.D., Ph.D., Chief Medical Infor-
mation Officer of Providence Health System,
about the non-software challenges of CPOE
implementation.

McK Exec Indicted in HBOC Scandal

Richard Hawkins, McKesson Corp.’s
former CFO, was indicted March 31 for allegedly
conspiring with former HBOC executives to back-
date a $20 million contract so revenue from it
could be recognized early.

Mr. Hawkins denies the charges.  The
significance of the indictment is that he is the first
executive who had not been with HBOC before
McKesson acquired it to be indicted.  That fact
opens the remote possibility that McKesson, the
principal victim of HBOC financial fakery before
the acquision, might face some liability to stock-
holders who lost money.


